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Education is one of the primary mechanisms for creating equal opportunity and equity in
America. In the six decades since the Supreme Court declared racial segregation unconstitutional in
Brown v. Board of Education,1 the United States has made much progress. However, pervasive racial
injustice still exists in the public educational system. Continued racial isolation, the massive inequity in
resources between primarily White and primarily minority schools, and the unequal treatment of racial
minority students within schools undermine the economic, social, and political opportunities of
minorities in the United States.
Many education reformers see the merging of student data, predictive analytics, processing
tools, and technology-based instruction as the key to the future of education and a means to further
opportunity and equity in education. However, despite widespread discussion of the potential
benefits and costs of using data in educational reform, it is difficult to determine who benefits
from reforms since there has been little assessment of these programs and few oversight
mechanisms.

Background: Discrimination in Education
Major civil rights concerns and themes in U.S. education:






School Graduation Rates: For the vast majority of ethnic and racial minorities, high
school graduation rates have stagnated at about 60%, lagging behind the 83% rate for
White students. High poverty schools have even lower graduation rates: 50% for Black
students.2
Challenges to College Success: Due to economic hardship and lack of academic
preparation, 56% of Black students and 64% of Latino high school graduates enroll in
postsecondary education, compared with 72% of White graduates. For full-time, first-time
enrollees in a four-year institution, only 20% of Black students graduated in four years,
less than half the rate (41%) of White students.3
Segregation: Millions of American students continue to attend separate and unequal
schools. As of 2010, 74.1% of Black students and 79.1 of Latino students attended
majority-minority schools. Between 1980 and 2009, the number of Black students
attending schools that are more than 90% segregated, rose from 33.2% to 38.1%. The
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number of Latino students attending these schools increased from 28.8% to 43.1%.4
Lack of School Resources: Minority students disproportionately attend underfunded and
under-resourced schools.5 For example, compared with more schools with affluent student
populations, schools where more than three-quarters of the student population qualified as
low income contained three times as many uncertified or out-of-field teachers in both
English and science.6
Uneven School Discipline: Schools disproportionately punish racial minority students
through suspension and expulsion, harming their prospects for a good education.7 Even in
more affluent schools and schools with a majority of White students, students of color
receive harsher punishments.8

Data-Driven Education
Education is increasingly data-driven.9 The promise of data in education is that, combined with
other technologies and data analytics tools, it can enable more personalized instruction,
maximizing resources, and permitting greater access to affordable, or even free, education.
Proponents advocate data-driven instruction and educational reform as a low-cost and more
effective means to deliver better content to a wider variety of students, which, in turn, is seen as a
means to encourage social and economic mobility.
Historically, it has been difficult to study specific aspects of the learning experience. While the
concrete impacts of individual differences have been a gold standard, traditional learning methods
have made measurement challenging. New learning analytics techniques, combined with both
educational and extra-curricular data, introduce new possibilities for being able to better
understand and measure individual differences.10 Much existing student data exists in disconnected
silos, but new technologies like cloud computing make aggregating and analyzing it more feasible.
As information transfer, storage, and analysis has become less expensive, educators, schools and
educational agencies have begun collecting, combining, and examining new types of data to
evaluate and improve instructional, institutional, and public policies in education.11 Educators and
researchers can more easily aggregate previously separate streams of student data in order to better
understand, measure, and intervene on the basis of individual differences among student learners.12
Algorithmic analysis of these vast datasets can generate inferences about instructional content and
methodology, student aptitude, progress, and engagement, helping to identify students’ strengths,
weaknesses and “learning styles,” and guide students through the next-best piece of content so as
to learn with maximum efficiency. 13
Digital platforms can theoretically provide better instruction and guidance to a broader array of
students and, in doing so, potentially enable social and economic mobility. Such tools also
generate substantial information about students. Learning analytics, data mining, and other big
data approaches to instruction, administration, and policy can create more individually-tailored
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instruction, maximize resources, and provide greater access to affordable or free education. The
U.S. Department of Education promotes the collection and analysis of information generated by
and about students as a means to improve evaluation of instructional, institutional, and public
policies; provide low-cost education to a wide array of potential learners; and create more accurate
tools for assessment than infrequent standardized tests.14 They also predict that better data can
help close achievement gaps, increase educational opportunities and college access, and reduce
discrimination against underserved students.
Data can also facilitate “personalized” instruction and guidance, identify at-risk students for
early intervention, and assess instructional techniques and curricula.15 Data mining can support a
variety of education-related functions, including building student models to individualize
instruction, map learning domains, evaluate pedagogical support, and contribute to learning
science.16 Analytics techniques can be used to create models to predict registration, student
performance, and retention.17 The wealth of new information about students is used to detect
cheating or plagiarism, create college or course recommendation engines, and identify abnormal
results.18 It can also be used for administrative, recruiting, and fundraising purposes.19
Education researchers and companies promise that personalization will bring about a more
adaptive, responsive, and efficient school system and ameliorate inequalities in the educational
system by providing underserved students with school environments better tailored to their unique
needs. “Personalized learning” adjusts instructional content, pace, and complexity to meet an
individual learner's needs and objectives. It typically involves delivering students differentiated
instruction or guidance from their peers based on information regarding their overall proficiency,
interests, preferred learning style, motivation and demographic. “Adaptive learning” platforms use
algorithms to automate personalization based on a student’s prior interaction with a software
program, a student can receive different lessons, sequences, pacing, and challenges, among other
things.20 These approaches can be applied not only to specific classes, but also to entire curricula
and career paths.
Tutoring programs like Khan Academy provide supplemental instruction through digital
platforms. Massive Open Online Courses (MOOCs) are typically large-scale distribution systems
for course content, frequently affiliated with a traditional university. Much of the content produced
through MOOCs is free and open-access, theoretically enabling anyone with internet access to get
high quality education and learn at their own pace. MOOCs also rely on data to optimize
instruction. The combination of digitally delivered instruction and personalized coursework may
be especially beneficial for those who otherwise do not have access to high quality education.
Educational institutions now use big data techniques to recruit and enroll students. Use of data
analytics has also become intertwined with questions of access to higher education technologies,
including the identification and recruitment of underserved minorities and better assessment of the
Data & Civil Rights :: http://www.datacivilrights.org/

3

financial need of students. Proponents of data-driven services also encourage use of technology to
help students – especially underserved and first generation students – better navigate the college
admissions and financial aid processes, by creating more transparency regarding available options,
the percentage of students graduating with debt, and streamlining the application process.
Already, some schools have begun to implement analytics tools to intervene in students’
trajectories and prevent underachievement. At the high school level, the Early Warning Indicator
and Intervention System analyzes attendance records, behavior problems, and course performance
to measure dropout risk. It has succeeded in a number of cases in helping educators get students
identified as “at risk” back on track.21 At the college level, Georgia State utilizes predictive
analytics methods to increase semester-to-semester retention rates by 5% and reduced time-to
graduation by half a semester.22

Concerns and Challenges
Critics worry that data-driven education will entrench existing inequalities and contribute to a
problem of cumulative disadvantage.23 Though data-driven systems may appear “neutral” and
irrefutably scientific,24 they—and the ways in which educators and reformers adopt and implement
them—reflect particular norms and values about what educational opportunity and equity means.25
The complexity of algorithmic analysis makes detection of bias and discrimination difficult, as the
technical processes of data mining can obscure intentionally differential treatment of members of
protected classes or result in unintentional disparate impact based on the types of data used and
ways in which algorithms are trained. Statistics may be manipulated to support or obscure
invidious discrimination, while empirical and normative assumptions and values are embedded in
big data techniques.
Though data-driven education has the potential to improve access to and the quality of teaching
in underserved communities, it may also perpetuate persistent labeling, deepen rather than lessen
concerns about resources, violate peoples’ expectations of privacy, and enable inappropriate or
harmful repurposing of educational data in non-educational contexts. For example, students or
their guardians may find it impossible to eschew or reverse flawed algorithmic assessments. The
identification of students as “at risk” might not allow them to remove any harmful record of their
failures if they improve later on.26 Students may see labels as self-fulfilling prophecies and
predictive analytics may prime educators to make prior judgments about students’ capabilities and
character.
Critics are concerned that the hype surrounding these techniques will be used to reinforce
present structural inequities. New technology also amplifies concerns about the allocation of
resources (e.g., implementing and operating personalized learning systems over staffing
classrooms), the role of predatory lenders in shaping marginalized students’ access to higher
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education, and the mechanisms by which data will be used to include and exclude students seeking
access to higher education. For example, The National Research Center for College and University
Admissions sells a model to predict which high school students are most likely to enroll at a
particular college.27 Data points in the system include geography, academic interest, whether
students would prefer a private college, and family income. Although the process has helped target
students who might not have thought about going to college at all, it also “raises the threat that
some colleges with worrisome bottom lines will only go after certain kinds of students — like
students who can pay their way without scholarships — at the expense of others.” Meanwhile,
threats to student privacy could also make it difficult for students to advance, including less
privileged youth. Data collected in the course of education may also be repurposed to drive
decontextualized decision-making based on potentially outdated or non-representative data. For
example, there is some worry that information like attendance records will affect financial
decisions in other domains. Already, the availability of educational data is shaping who is
recruited, selected, and financially supported to access to higher education. It is often unclear how
accountability in these multi stakeholder systems should work.
More broadly, while some stakeholders believe that individualization of education is
productive, others believe that it fragments society and narrows learning opportunities. True
personalization would not just pace learning more effectively or target the more adequate
educational methods, but would provide students with different content and educational
opportunities depending on an assessment of their capabilities. Personalized educational tools may
create filter bubbles that increase, rather than decrease, stratification.28 Data-driven education
privileges certain kinds of learning over others—namely those that are easy to measure and
statistically analyze, and may forestall students’ educational development, growth, and
opportunity.
Companies are pushing for the aggregation of student data into analytics tools to improve their
algorithms and assess the quality of their predictions. At the same time, concerns persist over who
should have access to what data, for what purposes, and with what oversight. Part of what is at
stake is that the use of data to drive instruction and educational policy-making relies on various
assumptions. They include the idea that learning progress may be measured quantifiably, that dataanalysis is accurate, that predictive models are useful, and that individualization of instruction will
improve the educational success for at-risk and under-served students. Not all stakeholders view
education in these terms.
The controversy over the inBloom, Inc. data repository is indicative of deep anxiety about the
use of student information. A non-profit entity, inBloom contracted with states and districts to
provide interoperable and secure data storage that would facilitate data use and analysis. Parents
and privacy experts raised concerns about the scope of inBloom’s potential data collection,
focusing on the fact that the database structure had the capacity to collect up to 400 fields, ranging
Data & Civil Rights :: http://www.datacivilrights.org/

5

from test scores and special-education enrollment to whether children got free lunches.29 They also
objected to the role of third party actors in the educational system, the potential that private
companies might profit from student information, and the lack of opt-out mechanisms. Opposition
to inBloom eventually prompted all its clients to withdraw from the program, and the company
shut down in April 2014. Due in part to this incident, U.S. states considered 110 bills explicitly
addressing student data in 2014.30
Debate over the use of data in educational contexts has long been a polarizing topic, even
absent civil rights concerns. Untangling the ways in which big data tools and techniques advance
civil rights issues versus stratifies society becomes imperative to improving education, equity, and
opportunity for all individuals.

Questions for Data, Civil Rights, and Education
1. What are the primary benefits and challenges of data-driven educational tools? How do
we assess these changes?
2. How does data-driven educational policy and instruction increase or reduce discrimination
or inequality of opportunity in the educational system?
3. If we want to optimize data use to improve equality of opportunity, equity, and reduce
discrimination what are the variables we would want to consider?
4. Given the uncertainty of potential outcomes and the lack of empirical evidence to support
data-driven educational reform, what is the best way to proceed with policy-making?
5. How can we ensure transparency, accountability, and due process in automated
algorithmic systems when they influence a student’s path through the education system?
6. What policies or tools can we have in place to remedy errors, or to hold data-driven
decision-making processes accountable? How do we identify which part of the calculation
lead to a discriminatory result?
7. How can we foster transparency and accountability of third parties? How useful is
transparency and access to one’s own information?
8. Who should have access to data about students, in what contexts, and for what purposes?
a) How do we make certain to protect marginalized youth, including those from
abusive households, those whose guardians are state actors, and those who are
trying to alter their path?
b) What rights should students have to distribute, sell, or otherwise make available
their own data when asked (e.g., by college recruiters, coaches, etc.)?
9. How can data analytics be used to address historically marginalized communities and
promote civil rights?
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